IEEE POTENTIALS 0278-6648/13/$31.00©2013IEEE C loud computing-a relatively recent term-builds on decades of research in virtualization, distributed computing, utility computing, and, more recently, networking, and Web and software services. It implies a service-oriented architecture, reduced information technology overhead for the end-user, great flexibility, reduced total cost of ownership, on-demand services, and many other things. It is apparent that educational institutions are likely to seize those services offered in the cloud in these difficult times due to its pay-as-yougo cost structure. However, does the cloud have the answers to all the challenges in technical education?
Cloud computing offers an online alternative to grid computing at a relatively low cost. Today, students and researchers can submit their jobs to vendor cloud systems accepting "take it or leave it" service agreements when they may not have necessary access to a local clustered grid. This way, students and researchers can complete data analysis quickly.
In centralized and automated management, institutions can select the cloud's data center solutions to manage their physical and virtual environment. It is assumed that their IT staffs will have sufficient skills to utilize the tools provided by vendors. Performing maintenance on physical servers is much easier in a virtual environment. The IT staff can turn off physical servers, insert memory, or perform other maintenance tasks, and the virtual machines are automatically paused. This is a cool feature of the latest cloud providers, which is heading toward creating institution-specific private clouds-virtualized pools of computing resources that departments on campuses can access to self-provision virtual machines on demand through a Web-based portal. The virtualized environment is meant to be easier to manage than an all-physical IT environment. New virtual machines can be deployed to any campus location in minutes from a central console rather than having to requisition physical servers and send staff around the state to set them up. Additionally, using system center solutions of private clouds to manage the environment should greatly reduce the time needed to resolve hardware issues, such as the migration of data from server to server. This provides the opportunity to address the hardware issue on one's own time without interrupting service to students or faculties. Moreover, with time-savings capability in maintenance, cloud computing has given a new definition of capacity on demand. Additional virtual machines can easily be added if needed. This will only grow more important as more professors use Blackboard. Better performance of key applications such as Blackboard means fewer user complaints and help desk calls. Since it is possible to create smaller virtual machines and spread them across multiple locations to improve performance and to provide high availability, if one virtual machine or application instance breaks, it is still running elsewhere. If one application server is lost that's running network registration, you can have others running this service all over campuses. Hence, campuses can have redundancy and resilience everywhere.
For example, a device registration system that allows students and staff to register both wired and wireless devices by simply logging on to the campus network can be run on virtual machines that run locally on each college campus. This architecture delivers both performance and capacityplanning benefits. Instead of having to install three physical servers at each campus, they can have one running multiple virtual machines. It's better from cost, security, performance, and availability perspectives. Plus, they can put more services on each server than just network registration. All of these benefits may enable better support for users and improves the image of the IT staff. In addition, the need to run legacy applications is well served by virtual machines. A legacy application might simply not run on newer hardware and/ or operating systems. Even if it does, it may under-utilize the server, so as above, it makes sense to consolidate several applications. This may be difficult without virtualization, as such applications are usually not written to coexist within a single execution environment.
Not everything is golden
Having provided the golden sides of virtualizations in education, it can be stated that nothing is blessed in every respect. Let us analyze several facts of the current cloud systems. First of all, where is it storing your data? Let's say you are a research student in Uganda. Can Google, Amazon, or Microsoft guarantee that your sensitive data will only be stored on servers physically located in Uganda? Most multitenant providers will find it difficult to make that happen. In fact, strict national data privacy could be a serious barrier for cloud usage. To be more specific, you may not want the risk of your secret formula being stored on the same physical server as data from your arch-rival researchers.
Second, how secure is your data? Of course, cloud platform vendors will argue that their software, if run properly, isolates all user data and setting information from each other. However, there is always the potential for human carelessness or error. For instance, a database administrator can mistakenly implement a security policy that affects all of the users of the service but actually contravenes the policies or rules that some customers need to abide by due to national or sensitivity rules. What if a hacker breaks the encryption of a database operated by a cloud service provider? If it's a multitenant service, chances are he or she will be able to steal the data of dozens or hundreds of different institutions (or all classes or registration and payment information run by that educational institution) all stored on that database. If the hosted service provider, however, stored each course assignments or online tests or financial data on a different database, each with its own encryption key, then the hacker's prize would be diminished. This is the upside of "less powerful" software though. Substitute hacker with "international hacker," and the possibilities can be terrifying.
Third, how powerful is this concept? Most multitenant cloud services are created by Web 2.0 firms. Can they handle all the requirements of computing concepts, for instance Structured Query Language. The vendors may have hard limits on the amount of data that users can store based on dollars. They may host data in plenty of countries but not fulfill the requirement.
Another challenge of using cloudbased learning management systems in school districts is to secure reasonably priced bandwidth. Broadband can be very costly in areas where districts must rely solely on the private sector.
Finally, is it really cheap? Forget the temptingly low utilization rate-what about the cost of rewriting your applications and porting your data over to this new platform? That can be a huge investment.
Cloud platforms may be perfect for Web-centric developers looking for an easy but slightly sophisticated way to store data. It may provide easy solutions to handle storage for thousands of classes in an academic environment. But for many computing students, a cloud platform may be too limiting, and the issues have yet to be handled efficiently. 
About the author

